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Press	Message

TÜV	Süd	certifies	Pilz	product
development	in	accordance	with	IEC
62443-4-1	-	Pilz's	development	is	safe	–
and	secure

Ostfildern,	27.04.2022	-	TÜV	Süd	certifies	the
development	processes	of	the	automation	company
Pilz	in	accordance	with	the	international	security
standard	IEC	62443-4-1.	So	Pilz's	development	is
demonstrably	secure:	Right	from	a	product's	design
phase,	security	features	are	regarded	systematically;
risks	are	identified	and,	ideally,	already	rectified
within	the	product.	This	addition	to	the	existing
functional	safety	management	certification	promises
Pilz	customers	double	security	from	now	on.

The	international	standard	series	IEC	62443	creates	the
normative	framework	for	industrial	security	in	automation.
For	"secure"	product	development,	the	subordinate
standard	IEC	62443-4-1	describes	the	requirements	of	a
"Secure	development	lifecycle	process"	(SDL	process).	It	is
intended	to	guarantee	that	vulnerabilities	are	detected	and
excluded	throughout	the	entire	lifecycle	of	the	system	and
individual	components.	For	example,	the	process	also
demands	that	developers	are	suitably	qualified	and
trained,	that	the	security	requirements	are	transparent
right	through	to	implementation,	and	that	all	the	necessary
security	tests	are	carried	out.	

TÜV	Süd	tested	Pilz's	development	processes.	The	result:
Pilz	meets	the	requirements	of	the	standard,	considers
potential	risks	in	advance	and	so	guarantees	the	security
of	its	products	as	early	as	the	development	stage.	

https://www.pilz.com/en-INT/produkte/industrial-security/security-norm/index.html


Pilz	safety	has	industrial	security	in	its	sights
Pilz	has	had	TÜV	Süd	test	and	certify	its	functional	safety
management	(FSM),	i.e.	"safety",	for	around	20	years.	"As
a	safety	component	manufacturer,	our	process	was	already
well	designed	and	documented.	As	such,	adding	the
security	requirements	was	relatively	simple",	explains
Thomas	Pilz,	Managing	Partner	of	Pilz	GmbH	&	Co.	KG.
"Certification	underlines	the	significance	of	industrial
security.	Strategically	it	is	just	as	important	as	the
functional	safety	certifications.	Security	protects	safety
and	safety	protects	humans.	This	chain	is	closed,	now	that
our	development	work	is	certified	in	accordance	with	IEC
62443-4-1,	so	offering	our	customers	the	industrial
security	that	industry	needs	in	the	age	of	international
data	networking."

Caption:	As	a	manufacturer	of	safe	automation	solutions,	Pilz	considers	aspects
of	both	safety	and	industrial	security	in	equal	measure	–	as	early	as	the	product
development	stage.	(Photo:	©	Pilz	GmbH	&	Co.	KG)

You	can	find	texts	and	images	for	downloading	at:
https://www.pilz.com/en-
INT/company/press/messages/articles/231822

https://www.pilz.com/en-INT/produkte/industrial-security/index.html
https://www.pilz.com/en-INT/company/press/messages/articles/231822


Pilz	–	The	Spirit	of	Safety
Pilz	is	a	global	supplier	of	products,	systems	and	services
for	automation	technology.	As	a	pioneer	of	safe
automation,	Pilz	creates	safety	for	human,	machine	and
environment.	Founded	in	1948,	today	the	family	business
with	its	head	office	in	Ostfildern	is	represented	worldwide
with	2500	employees	in	42	subsidiaries	and	branches.
The	technology	leader	offers	complete	automation
solutions	for	Safety	and	Industrial	Security	on	the
machine.	These	include	sensor,	control	and	drive
technology	–	as	well	as	systems	for	industrial
communication,	diagnostics	and	visualisation.	An
international	range	of	services	with	consulting,
engineering	and	training	completes	the	portfolio.	Pilz
solutions	are	used	in	many	industries	beyond	mechanical
engineering,	such	as	intralogistics,	packaging,	railway
technology,	or	the	robotics	sector	for	example.

Pilz	in	social	networks

In	our	social	media	channels	we	give	you	background
information	concerning	the	company	and	the	people	at
Pilz,	and	we	report	on	current	developments	in	Automation
Technology.

https://www.facebook.com/pilzINT

https://www.youtube.com/user/PilzINT

https://www.linkedin.com/company/pilz
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